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What Are Passphrases”?

» Longer than passwords
» Often words separated by spaces
» Have some overlap with passwords

» Goal is to offer better security than normal
passwords while also being more usable




Types of Passphrases

Natural language phrases
- “you can do it”
Natural language structured phrases
- “fast doorway took taco”
Mentally chosen 'random’ words
- “dell chair boring calendar”
Securely chosen random words

- “land dear each spend”
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Growing Passphrase Popularity

C.7 Passphrases

A "passphrase” is a concatenation of words drawn from a dictionary. The
dictionary is merely the collection of symbols making up the "alphabet" from
which the password is generated. Asan example, suppose the passphrase is made
up of words drawn from a dictionary of 4, 5 and 6 letter worss. There are
approximately 3,780 4-letter words, 7,500 5-letter words and 12,000 6-letter words

:12% English. The "alphabet size" for generating passphrases is approximately
,300.

We can compute how mang words, drawn at random from the dictionary of 23,300
words, are needed to produce a passphrase that will be resistant to exhaustive

attack with the probability of 1 x 10-6.




What is Diceware?

» Formal system for sasy meteey
generating random siase  manl
word passphrases si353  maice
published in 1985 by PP —
Arnold Reinhold. si363  manem

* Roll one die five times  :z: =
or five dice one time. s1512  manc:
Look up index of dice
values and use
corresponding word
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Gaai3
caoZd
aa6is
caaia
gaa3il
aa63d
6aa3i3
caa3id
66633
caa3ia
caa4l
ca6042
6aa43
taa44
66645
caa4a
gaasl




What is XKCD 9367

~ 28 BITS OF ENTROPY
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By Randall Monroe, Aug 2011
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Attacks Against Passphrases

» Offline Passphrase Cracking

* Online Passphrase Guessing
» Shoulder Surfing

» Keystroke logging /
Man-in-the-Middle /
Phishing /

Social Engineering /
Rubber Hose




| How to Estimate Random
Passphrase Strength

Possible word choices * words long

Convert to bits by taking log(2) of total

» XKCD suggests using 2,048 words

| 2048 "4 =17,592,186,044,416 = 44 bits

» Diceware has 7776 words in base wordlist
7776 "5 =28,430,288,029,929,700,000 = 64.6 bits
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How Random Passphrases Compare

to Random Passwords
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A Look at Diceware Words

- Short words = possibility
of short passphrases
» User stuck with choice of --

using short passphrase or e 9.9%
generating new one 830 10.8%

» Refusing any 5 word 49845 H0.9%
passphrase under 14
chars eliminates

0.00037% of possible 9 99 3. 1%
5 word combinations
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Ways to Increase
Passphrase Strength

Increase number of words used
- 6 words from 9,030 word list = 78.8 bits
Increase number of words in source word list
- 4 words from 858,000 word list = 78.8 bits
Modify words from their original form

- Change word case, change spelling, change
separator, or apply other transformation
randomly

- CORRECT:horse:battery:STAPLE
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What the Shortest Passphrase
You Can Safely Use?

Diceware recommendations:

- 5 6 for normal use
- 6 for wireless security / file encryption
- 7-8 for 'high value' like Bitcoin wallet

EFF echos 6 word advice
SecureDrop uses 7 (from modified 6,800

Realistically you can use 3 word (especia
modified) for lower risk apps

ISt)
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Passphrase Cracking Speed

ESTIMATES

TrueCrypt PBKDE2- MD5 x 8 Snowden
Wordlist | Words | Bits | HMAC-SHA512 + GPU Mystery
AES x 8 GPU Box
320

1,776 o 94.9 989,859 year 9.9 Yerr 52

7.776 . 2.6 billion years 88,255 7.0
Vears Vears

85,000 4 9.7 107,799 yezlr (e

I
167,960 1175491

(\5

years 1.9 years




Possible Cracking Shortcuts

Discover and exploit word acceptance bias
that results in users rejecting passphrases
with some specific words.

Find a combination that happens to also match
a captured natural language phrase.

Find a combination that has been leaked In
plaintext from another source.
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Resistance to Passphrases

Pl G WS U WS W EALLLELV AL WAL WAL § SAdLr ThLL rl..- WA ) WSS DA T WA Wy

13. Don't use common words or reverse spelling of words n part of your password.

D LA L A Vlulll UIFIIUIIUUIUVIIU Wit vwwilswi v lvus

e Are not words in any language, slang dlalect jargon etc.
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. Never use dictionary words from any language as the whole or part of your password.

...... demania dicaddlcccaces fucime dacmccne cflacciicacce Micda cecadae ttaa lamciiamaa e T

DON'T USE Dictionary, Atlas, etc. words

A Strong Password should not -
* Spell a word or series of words that can be found in a standard dictionary

* Consider using a passphrase instead of a password
A passphrase is a password made up of a sequence of words with numeric and/or symbolic characters inserted

throughout. A passpﬁrase could be a |yr|c from a song or a favorite quote. Passphrases typically have additional 16




Resistance to Passphrases

» Bruce Schneier Blog Choosing Secure
Passwords from March, 2014

Quoted Ars Technica article from May 2013 that
reported that these passwords had been cracked:

“allineedislove”, “iloveyousomuch”,
“sleepingwithsirens”, & “i hate hackers”

“This is why the oft-cited XKCD scheme for
generating passwords — string together individual
words like "correcthorsebatterystaple” - is no longer
good advice. The password crackers are on to this
trick.” 17




Passphrase Usability Research

Correct Horse Battery Staple: Exploring the
Usability of System-Assisted Passphrases

- No significant difference in percent of people
storing passwords compared to passphrases.

- Passphrase users took median 7 seconds to
enter compared to 3 seconds for passwords.

- Successful logins by passphrase non-storage
participants were 47%. Compared to 58% for
password. Storage groups both = 85% success.

_ The passphrases (3-4 word range) had a mean
& length of 18.3 / 25.5 characters.



Passphrase Usability Research

A Behavioral Analysis of Passphrase Design
and Effectiveness

- Passphrase group was asked to create a 3-5
word phrase at least 16 characters in length.
Resulted in an 18.2 character and 3.6 word

average.

- The passphrase group experienced the lowest
login failure rate at 11% (combining memory and
typographical errors).
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Passphrase Usability Research

Towards Reliable Storage of 56-bit Secrets Iin
Human Memory

- 96% of passphrase participants and 91% of
random letter participants learned well enough to
type from memory 3 times in a row.

- Median typing time for all 3 segments were 8.2
seconds for words and 6.1 seconds for letters.

- Entry errors for passphrases were median of 5
per user, with random letters a median of 7.

[3] 20



Tested the following passphrases on large web

Passphrase Field Testing

sites & observed related usability factors:

a ~0bh-=

level drama whoosh funny

suey 65 swim gain recur

hovel strafe m's knobs lyric perm
follow*RUBBER*BENEATH"natural
BANAL.mayan.skit

(24)
(23)
(33)
)
)

w b

(29
(16
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Passphrase Field Testing

Max Length Eassphrases Problems
Accepted

R

Twitier Al

T —

Virie 100 Al

Pirterest 95% Al Silently trurcaias
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Passphrase Field Testing

Passhrases

R

Sileritly trunicates, criaraciar
cornolexity racjuired

-l

=TSN thgl
_Jsl / —r rr=r . 9

NG Spaces; o) ether symbols
allowed, max length teo: short

Wellrrizirt 12 MNorg No sgzices zlloyed
Character complexity required,
2 Criziraiciesr cornoledity racjuired,
e Norig

rzLe lengirl too snort

IHome 150+ Some: symbols parsed
Depot difierently.




Passphrase Field Testing

Passhrases

Ne spaces allewed, max length

MNo sogzces zllowed, o
Crizise 52 red) regesliifle crialraciar > 2, frlzl
lengin too snort

: characier complexity required,

Colriozlse (2 Al Silant trunczrtior

Strange varnable charnacter
- PS4 98 compleity requirements
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When Should You Use Passphrases?

When you have to type it regularly

When your password manager isn't usable or
easily compatible

When a particular keyboard makes them
preferential to enter versus random passwords

When you will share it with someone via voice
-or security question answers

-or everything else rely on password
managers and random strings »

e
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How to Support Passphrase Use

Don't impose unnecessary maximum
password length restrictions

Avoid restricting symbol use (and space)

If scanning for common words evaluate
context of that word before rejecting

Enforce these standards throughout app(s)

Provide guidance on, and examples of, good
passphrase use — ideally complete systems
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WHICH CHARACTERS ARE REQUIRED
INMY PASSWORD?

HINT: it depends on password length!

Passwords mwust be at Passwords over 20

leas? § charactlers. characters are Zhe 3o/cl

standard and offer the 27
mosST protection.




IUSEA 6 WORD
PASSPHRASE
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For More Information

- PasswordResearch.com/Passphrases/
* Bruce K. Marshall @PwdRsch on Twitter

» bkmarshall@passwordresearch.com

Passwordiesearch'com
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