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Problems With Passwords

» Frequently use common words or names

» Match predictable character patterns to
comply with password policies

» Too short to resist password cracking
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Find the Cracked Passwords
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How Users Judge Passwords

» Do Users’ Perceptions of Password Security
Match Reality, CMU & Penn State, May 2016

- 165 participants were shown 25 pairs of passwords
and asked to identify which one was more secure

iloveyou88 v. ieatkale88

- Many overestimated the benefits of adding digits
and using keyboard patterns

> 67% thought their password only needed to
withstand 50,000 or less guesses to be secure
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KILL THE
PASSWORD: A
STRING OF
CHARACTERS
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What Are Passphrases?

» Longer than passwords
» Words often separated by spaces

» Goal is to offer better security than normal
passwords while also being more usable




Growing Passphrase Popularity

C.7 Passphrases

A "passphrase" is a concatenation of words drawn from a dictionary. The
dictionary is merely the collection of symbols making up the "alphabet" from
which the password is generated. As an example, suppose the passphrase is made
up of words drawn from a dictionary of 4, 5 and 6 letter words. There are
approximately 3,780 4-letter words, 7,500 5-letter words and 12,000 6-letter words
in English. The "alphabet size" for generating passphrases is approximately

23,300.

We can compute how many words, drawn at random from the dictionary of 23,300
words, are needed to produce a passphrase that will be resistant to exhaustive

attack with the probability of 1 x 10-6.




Types of Passphrases

» Natural language phrases
> “you can do it”

» Natural language structured random phrases
- “fast doorway took the taco”

» Mentally selected ‘random’ words
- “dell chair slow calendar”

» Securely selected random words
- “land each dear spend order”

e



Memory Chunking

55KaDm*y? > 55 KaDm * y?

chipmunk lowly stone bag spark
9
chipmunk lowly stone bag
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Natural Language Passphrases

» Linquistic Properties of Multi-Word
Passphrases, Univ of Cambridge, 2012

> Investigated Amazon PassPhrase, which asked
customers to choose a memorable security phrase

- Assembled word list of proper nouns, sports
phrases, idioms, slang from Internet sources

- Tested over 100,000 possible phrases, and found
the best success rate with song titles, sports team
names, movie titles, and superhero names

> Concluded that user chosen passphrases were more
secure than passwords, but that they still weren’t

sufficient against offline cracking attacks 2]
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What is Diceware?
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What is XKCD 9367
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Attacks Against Passphrases

» Offline Passphrase Cracking
» Online Passphrase Guessing | %
» Shoulder Surfing

» Keystroke Logging /
Man-in-the-Middle /
Phishing /

Social Engineering /
Rubber Hose
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Resistance to Passphrases

“Don’t use common words in part of your
password.”

“Never use dictionary words from any
language as the whole or part of your
password.”

“Good passwords are not words in any
language, slang, dialect, jargon, etc.”

“A strong password should not spell a word
or a series of words...”

e
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Resistance to Passphrases

» Bruce Schneier Blog Choosing Secure
Passwords, March, 2014

- Quoted Ars Technica article from May 2013 which
reported that the§e passwords had been cracked:

“allineedislove”, “iloveyousomuch”,
“sleepingwithsirens”, & “i hate hackers”

“This is why the oft-cited XKCD scheme for
generating passwords - string together individual
words like "correcthorsebatterystaple” - is no
longer good advice. The password crackers are on
to this trick.”

e
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Estimating Random
Password Strength

P = Pool of character choices
N = Number of characters combined in series

Total possible combinations = PN

Pool of 26 lowercase alphabetic characters
used in 8 character password = 268

Pool of 62 lowercase and uppercase alphabetic,
plus numeric characters used in 9 char

. password = 62°
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Estimating Random
Passphrase Strength

Word pool becomes your character pool while
number of characters combined becomes
number of words combined

P = Pool of word choices
N = Number of words combined in series

Total possible combinations = PN

Pool of 2048 words used in an 5 word

. passphrase = 2048>
17



Estimating Random
Passphrase Strength
Bits of strength = log2(PN)

XKCD suggests using 2,048 words
20484 =17,592,186,044,416 = 44 bits

Diceware has 7,776 words in base wordlist
7776°> = 28,430,288,029,929,700,000 = 64.6 bits

- w



How Random Passphrases
Compare to Random Passwords

8 Character Common
Password (ULLLLLDD)
7 Character 9 Character 11 Character 13 Character 15 Character
Password (95) Password (95) Password (95) Password (95) Password (95)
* * * * * * . * * *
8 Character 10 Character 12 Character 14 Character 16 Character
Password (95) Password (95) Password (95) Password (95) Passward (95)
4 Word
XKCD
* * * * & * g
3 Word 4 Word 5 Word 6 Word 7 Word 8 Word
Diceware Diceware Diceware Diceware Diceware Diceware
30 35 40 45 50 55 60 65 70 75 80 85 90 95 100 105 110

Bits of Strength
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Concerns About Diceware Words

% f
+Short words = chance

of short passphrases

» Users face choice of
using short passphrase 2 773
or generating new one

3 839
» Refusing any 5 words
passphrase under 14 S E S
characters eliminates S 3136
0.00037% of possible
combinations 6 631

—_

0.7%

9.9%

10.8%

30.2%

40.3%

8.1%
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EFF Wordlist Alternative

% of
» Less unusual words; no
0%

vulgar words

» No numbers, special 0 0%
characters, or repeating 82 1%
letters 467 6%

928 11.9%

» Uses less short words 1372 17.6%

1,591 20.5%
1,779 22.9%
1,557 20%

[3]

» Uses more longer (7-9
character) words

O 00 N O uviI A W N —
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Ways to Increase

Passphrase Strength

» Increase number of words combined
- 6 words from 9,030 word list = 78.8 bits

- Longer length can conflict with max length
password policies

» Increase number of words in pool
- 4 words from 858,000 word list = 78.8 bits

> Larger list means less word recognition and
greater possibility of recollection/entry failure

-

22



Ways to Increase
Passphrase Strength

» Modify words or separator
- Change whole word case randomly
- Change separator from space to another symbol

CORRECT:horse:battery:STAPLE
finally+slightly+SOMETIME+UNUSUAL
silkd MANNER4Dball

» 3 word Diceware = 39 bits 2 47 bits
» 4 word Diceware = 52 bits 2 61 bits

-y
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How Many Words to Combine?

» Diceware recommendations:
- 56 for normal use
- 6 for wireless security / file encryption
- 7 - 8 for ‘high value’ like a Bitcoin wallet

» EFF echos 6 word advice
» SecureDrop uses 7

» Shorter (e.g. 3-4 words) can still provide
decent protection for lower risk apps

-
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Cracking Passphrases

» Types of cracking attacks

>

>

mpact of length on brute force attacks

Kerckhoff’s principle - assume attackers
know how you are
creating your
nasswords

Differences between
nassword strength
meter estimates and
real password cracking

SAGITTAHPC (Z)

<)
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Passphrase Cracking Speed

7-Character Password 4 minutes 6 minutes 17 minutes
8-Character Password 5.5 hours 9.2 hours 1.1 days
9-Character Password 22 days 36 days 106 days
4-Word XKCD 1 minute 1.5 minutes 4.5 minutes
5-Word Diceware 2.7 years 4.5 years 13 years
6-Word Diceware 209 centuries 350 centuries 1 K centuries
Word Dcoware L Son 27 milon 7 it

Using 8-GPU Cracker [4]
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Passphrase Cracking Speed

WinZIP VeraCrypt

7-Character Password 95 days 21 years 157 years
8-Character Password 25 years 20 centuries 149 centuries
9-Character Password 24 centuries 1.9 K centuries L .
centuries
4-Word XKCD 24 days 5.3 years 39 years
5-Word Diceware 1 K centuries 85 K centuries 857 K.
centuries
6-Word Diceware 8.3 million 663 million 4.9 billion
centuries centuries centuries
2_Word Diceware 64 billion 5.2 trillion 38.5 trillion
centuries centuries centuries

Using 8-GPU Cracker [4] )
7




Passphrase Cracking Shortcuts

» Discover and exploit
word acceptance bias

» Try natural language
combinations that also
match random
combinations

» Collect word combos
that have leaked from
other sources

Secure Password Generator

erate secure passwords that are easy to remember and type

1. Select at least 3 words to use in your password

| Refrash Wordlist |

survivor outdated dilemma

peer manufacturing palm
emoticon rating
underage Upcoming electrical
charting avid sacrament

2. Generate your Password
After you've finished selecting your words, click generate until you
find a password you like.

|G eeeee f e|

Password

Jupcoming\rating-survivor,
6survivor5avid8manufacturing=
survivor3manufacturing=upcoming/
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Passphrase Usability Research

» Correct Horse Battery Staple: Exploring the
Usability of System-Assisted Passphrases

- Passphrase users took median 7 seconds to enter
compared to 3 seconds for passwords.

- No significant difference in percent of people
storing passwords compared to passphrases.

> Successful logins by passphrase non-storage
participants were 47%. Compared to 58% for
password. Storage groups both = 85% success.

> The passphrases (3-4 word range) had a mean
length of 18.3 / 25.5 characters.

[5]

29



Passphrase Usability Research

» Towards Reliable Storage of 56-bit Secrets in
Human Memory, Microsoft, 2014

- 96% of passphrase participants and 91% of
random letter participants learned well enough to
type from memory 3 times in a row.

- Median typing time for all 3 segments were 8.2
seconds for words, compared to 6.1 seconds for
random letters.

- Entry errors for passphrases were median of 5
per user, with random letters a median of 7.

& °



Passphrase Field Testing

Tested the following passphrases on large
web sites & observed related usability factors:

1. level drama whoosh funny (24)
2. suey 65 swim gain recur (23)
3. hovel strafe m's knobs lyric perm (33)
4. follow*RUBBER*BENEATH*natural (29)
5. BANAL.mayan.skit (16)

-
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Passphrase Field Testing -
Social Media

Passphrases hrase

Facebook 1 50+ AII None
Twitter 150+ All None
Instagram 150+ Al None
Vine 100 All None
LinkedIn 150 All None

Pinterest 85* All Silently truncates
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Passphrase Field Testing - Retail

Passphrases hrase

Amazon 1 50+ None
Character complexity

Ebay 64 #4 & 5 _
required, no spaces

AliExpress 20 None Max length too short, no
symbols allowed

Walmart 12 None Max length too short, no
spaces allowed

Target 20 #5 Max len too short, character
complexity required

Ikea 20 None Max len too short, character

complexity required
Home Depot 150+ All Some symbols cause errors

\ 13




Passphrase Field Testing - Finance

Passphrases hrase

Max length too short, no

PayPal spaces allowed

Chase 32 4o Max length too short, no
spaces allowed

Discover 32 4> Max len Foo short, character
complexity required

g e 50 None Chargcter complexity
required, no spaces allowed

Wells Fargo 14 None Max len Foo short, character
complexity required
Max len too short, character

Bank of

20 None complexity required, no
spaces or some symbols

\ 34
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Passphrase Field Testing - Finance

Passphrases hrase

Coinbase Silently truncates
Kraken 128 #1345 Variable complexity reqs
Simple 150+ All None

Max len too short, character

Moven 20 #2 ) :
complexity required

Max length too short,
Mint 32 None character complexity
required, no spaces

Character complexity
required, silently truncates

Max length too short,
32 None :
character complexity req

\ -

Stash 72 None

Acorns




When To Use Passphrases

» When you have to type it regularly

» When your password manager isn’t usable or
easily compatible

» When a keyboard makes them preferential
versus typing random character passwords

» When you will share it with someone via voice
» For security question answers

For everything else rely on random passwords
in a password manager.

e %



How to Support Passphrase Use

» Don’t impose unnecessary short
maximum password length restrictions

» Avoid restricting symbol (and space) use

» Evaluate context of word use if preventing
common dictionary words

» Provide guidance on, and examples of, good
passphrase use - ideally complete systems

» Use adaptive password complexity policies

-
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How to Support Passphrase Use

Passphrase

e.g. pillow jar symbol lift Show
Using a phrase of four random words (like: pillow jar symbol lift) is secure and easy to remember.
& 38







'1IUSE'A 6WORD
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Contact Info & Slides

» Bruce K. Marshall @PwdRsch
» bkmarshall@PasswordResearch.com

» Slides available at

-
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